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Trends in Data Breaches




© SUNERA.

What Constitutes a Data Breach?

A Lost or stolen hardware

A Backup tapes lost in transit

A Employees stealing information or allowing access to information

A Information bought by a fake business

A Poor business practices (e.g. mishandling of sensitive information)

A Careless disposal of information (that may be retrieved via dumpster diving)

A Malware

A'A malicious attacker compromising an or

Identify Theft Resource Center (ITRC) 2008 Breach List 4
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Data Breaches Trends

A Data breaches hit record highs in 2008

| 656 data breaches inthe US §

I 35 million records breached in the US (a conservative estimate due to accuracy of
reporting) y

A Hardcopy data breaches

I 18% of data breaches

I 2% of total records compromised
A Electronic data breaches

I 82% of data breaches

I 98% of records compromised

Identity Theft Resource Center (ITRC) 2008 Data Breach Stats S



Data Breaches by Sector

Business 36.6% 16.5%
Educational 20% 2.3%
Government/Military 16.8% 8.3%
Medical/Healthcare 14.8% 20.5%
Banking/Credit/Financial 11.9% 52.5%

Identity Theft Resource Center (ITRC) 2008 Data Breach Stats 6
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Data Breach Costs

A Costs are increasing
I Average Cost of a Data Breach = $6.65 million!
I Average per victim cost = $2021
I Of the $202, an average of $139 per record is a result of lost business 2

A Cost Components of Data Breaches

I Investigation Fees Recovery Fees

I Communications Cleanup and Recovery

I Customer Service Lawsuits

I Increased Audits Loss of Revenue due to customer churn

A Healthcare and Financial Services hit hardest with the highest rate of customer loss
(i.e. churn)?!

1CIO.com, February 04, 2009, Costs of a Data Breach: Can you Afford $6.65 Million

2CIO.com, February 02, 2009, Data Theft Proving More Costly for Businesses
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Web Application Security Landscape
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Current Obstacles

A Web application attacks are alive and well

| Attacks are evolving and combining

A Confusion on how to test and protect web applications

IrAPonalti cko security, gener al a [
unaut henticated testing, WAFOGS

A Confusing risk and impact

I Using severities advertised by tools without considering
compensating controls or the relative impact of a vulnerability




Common Rebuttals

AffReasonso for sufacer eased attac

I'AThat site I1's scheduled for d e
IAfltos a devel opment servero

I AWe trust our |l nt er nal user s, S
findingo

A Risk denial is nothing new, but with an already difficult threat
to contain it makes the business case that much harder to

justify
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Recent Web Application Security Incidents




Conficker

A Conficker
i As of January 26, 2009, an estimated 15 million2 machines infected
I Used RPC to execute a buffer overflow on Microsoft Windows services

I Variants used small HTTP servers to download exploit code, also used
as a botnet to attack specific targets?

File Edit Wiew History Bookmarks Tools Help

v @ m / IdR|http:ﬂ‘u\r\n\r\o\r.darkreading.comfsecurity}attacksff G
E

Proxy:'l\lone [w] «apply < Edit L@lRernove [Yadd Status: Using None
ATTACKS / BREACHES | VULHNERABILITIES | APPLICATION SECURITY | CLIE

SECURITY MANAGEMENT | STORAGE SECURITY | ENCRYPTION | HAC |

BA E-mail this page | ) Print this page | [ BOOKMARK wf 53 £7 .

RELATED

Sophos: Conficker Worm To
Hit Southwest Airlines' Web
Site

SophosLabs researchers say Conficker will try to contact

airline's wnsux.com URL on Friday, March 13, putting the
company's operations in potential jeopardy

Mar 02, 2008 | 01:44 PM

NEWS ANALYSIS

» Major Cybercrime Busts
Take Place In Romania

03/M3/2009

® Group Launches New

Best Practices For
Secure Software

Developmert 03/13/2009

WEBCASTS
» Best Practices for
Database Security &

http://www.darkreading.com/security/attacks/showAvrticle.jhtml?articlel D=215600268&subSection=Vulnerabilities+and+threats
http://www.upi.com/Top_News/2009/01/25/Virus_strikes_15 million.PCs/UPI1-19421232924206/




Macworl d 2009 Al ncidento
A6G6Steve Jobs Just Diedod Announ
irHacked welbl dagngicngo feed to post

| Cause: weak administration interface password

File Edit View History Bookmarks Tools Help

v @ ' ﬁ / IE|http:mmm.telegraph.co.ukjscienceandtech S @
Proxy: [Nene || Apply < Edit Lgremove [JAdd

Telegraphcouk |

Home MNews Sport Finance Comment Travel EN{EEE Culture

Motoring Technology Health Property Gardening FoodandDrink Outdoors  Family

Technology News Technology Reviews Video Game Reviews Technology Advice

HOME = SCIENCE AND TECHNOLOGY = TECHNOLOGY = APPLE

Macworld 2009: Hackers make spoof
annnouncement of Steve Jobs death

Hackers have hijacked a web feed of the Macworld 2009 conference to make spoof
announcements about the death of Steve Jobs.

http://lwww.telegraph.co.uk/scienceandtechnology/technology/apple/4160810/Macworld-2009-Hackers-make-spoof-
annnouncement-of-Steve-Jobs-death.htmi 13
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Adobe Reader 9.0 Buffer Overflow
A Adobe Acrobat Reader Plugin Buffer Overflow
I Allows remote exploitation, system compromise

I Community patch released in days; vendor fixes issue in weeks

File Edit Wiew History Boockmarks Tools Help

v @ ﬁ / IE'|http:ffwww.adobe.cor'njsupportfsecurity,fadvisoriesfapsaog-ol.html

Proxy: 'None v Apply o Edit LaRemove [Add Status: Using None % preferences

Security bulletin

Buffer overflow issue in versions 9.0 and earlier of Adobe Reader and
Acrobat

Release date: February 19, 2009

Vulnerability identifier: ARPSAQ03-01
CVE number: CVE-2003-0658
Platform: All platforms

SUMMARY

A critical vulnerability has been identified in Adobe Reader 9 and Acrobat 9 and earlier versions. This vulnerability would cause
the application to crash and could potentially allow an attacker to take control of the affected system. There are reports that
this issue is being exploited.

http://www.adobe.com/support/security/advisories/apsa09-01.html
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Innovations in Web Application Hacking
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Top Web Hacking Techniques for 2008

I Blog posting of the top web hacking techniques for 2008 judged by an
all-star cast of security professionals including:

AJef f @A RFPiofiFiosrcravsetradr 0 of SQL I nject.i
A Chris Hoff i Security Industry Veteran
A Rich Mogull i Founder, Securosis

A HD Moore i Director of Security Research, BreakingPoint Systems, Creator of
MetaSploit Framework

I 70+ of the most innovative web application attacks for 2008

http://jeremiahgrossman.blogspot.com/




GIFAR

ABilly ABKO Rios, Nathan McFeters

A Combining image files with Jar files

A Method allows attacker to host arbitrary code on a victim domain and
access information contained on any subdomain

A Easiest fix is to host user-supplied files on a separate domain from
the live content

http://xs-sniper.com/blog/2008/12/17/sun-fixes-gifars/
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Clickjacking

A Jeremiah Grossman, Robert Hansen

A Dynamically assigning the click target of the mouse when visiting a
fabricated page, regardless of where the cursor may be located

AWhen combined with other technol

slim windows of opportunity for unintentional executable download
by victims

A Frame busting logic successfully addresses this issue.

http://www.sectheory.com/clickjacking.htm
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tually a tool that <c
dly folrmed HTTP requ
h

I f"Essentially this means that i1 f we
server, we can connect to Rosts be
>
[ | ~
R
sy

L http://www.sensepost.com/research/reDuh/
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Emerging Threats
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Overview

A EV-SSL and Man-in-the-Middle / Phishing Attacks

I Limited adoption of EV-SSL certificates
A LSO (Local Shared Objects) Abuse

| Large storage capacity, unfamiliarity with technology by users
A Social Network Abuse

I A goldmine for the experienced Social Engineer
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EV-SSL

A  What is EV-SSL?

I "Extended Validati on S&lrity@ebrbtowsérs idfcamaton to gaanye
i dentify a Web site@s organizational identi:t

>

SinceEV-SSL6s inception two years ago, it i
million SSL-capable sites use EV-SSL 2

A Concern over who is NOT taking advantage of this technology to best protect
customers
I AFor businesses with a high profile brand,

defense against!l!phishing scams. 0

>

Advances in attacking SSL-capable sites with man-in-the-middle attack automation
tools like SSLStrip 3 make the adoption of EV-SSL certificates that much more
appealing (one would think anyway)

Lhttp://www.verisign.com/ssl/ssl-information-center/extended-validation-ssl-certificates/

2http://research.zscaler.com/2009/02/ev-ssl-ssl-and-whos-=net-using-it.html
3httpna: : . I
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Local Shared Object (LSO) Abuse

A LSO6s, aka Flash Cookies, are a new spin

I "The greatest advantage of Flash cookies aptg
familiar with them an wouldn't kndbw how to

A'LSOb6bs are particularly attiractive for th
1. Storage can exceed 100k (vs. 4k for Cookies)
2. Default Settings allow for unprompted use of client side storage (up to 100k)
3. Users arent6t as familiar with LSOOS

4. No default expiration

A-ln the wild, LSOb6s are being used as st
unsuspecting USErs Adobe Flash Player Settings
Local Storage o
A At tack chai rClickdgckitgy uts o0 nign fonmehinermaena
the Flash settings dialog can result in a devastating f"’"f’“*ﬁ'-’. — 100 KB
privacy violation [ Never Ask AgainCurrertly used: OKE

2 B¢ R e

Lhttp://research.zscaler.com/2009/03/demystifyingabusing-flash-cookies.html
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Social Network Abuse

APublicly Avail ableetigedomation i s i
I AMany empl oyers believe it is essentia
negligent hiring and retention. However, employers that use social networking
sites in such a manner need to be awar

A Correlating this information is trivial with minimal client and server side web
application programming or with tools such as Maltego?

L http://www.talentmgt.com/newsletters/talent._management_perspectives/2009/March/889/index.php

2 http://www.paterva.com/maltego/
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Web Application Security and the SDLC
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Building a Web Application Security Program

-~

A-ABuil ding a Web Application Secu#2009%9 Pro

A Addresses many of the hurdles encountered by all parties involved in creating an
SDLC thatoés tailored for web application

Secure * SDLC

* Static Analysis

Devel Opment + Dynamic Analysis

Secure » Dynamic Analysis

* Vulnerability Assessment

Dep|0ym €Nt - Penetration Testing

* Vulnerability Assessment

Secu re * Penetration Testing
Operation  : WebApplication Firewalls

= Activity Monitoring

http://securosis.com/2009/03/10/new-release-building-a-web-application-security-program/
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Automated Scanning and the SDLC

You need t he

right tool i n the
rocessao

T D

>

Experienced assessors must be used to run automated tools in order to ensure maximum
coverage with accurate results

~

A 'ANO singl e

web
on 1Its owno

appli cation secur

A Over reliance on automated tools produces a false sense of security. The best approach is a
blend of automated tools and manual analysis with human interpretation.

http://securosis.com/2009/03/10/new-release-building-a-web-application-security-program/
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Prerequisites for a Successful Program

AACustom code equals custom vul ne

A A certain level of understanding of web development alongside current and emerging trends
for web application security is required in order to fully assess the strength of the security
controls applied to web applications.

A AThe i mportance of performing bc
aut henti cated automated vul nerab

A Performing a role analysis from both authenticated and unauthenticated perspectives will
ensure that important portions of the application are also covered in automated analysis. To
date, session strength and tendencies for horizontal and vertical privilege escalation have
been noticeably absent from automated scanners.

~

Afiehi ghlight the need for devel op

A
security as a requirement during
ARnSecure SDLCOo

A Like functional tests, use cases for security must also be integrated in to each step within the
SDLC as functional SECURITY requirements

http://securosis.com/2009/03/10/new-release-building-a-web-application-security-program/
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Contact Information

A YRU DGGLWLRQDO LQIRUPDWLRQ RQ 6XQHUDYV VHFXULW\
www.sunera.com

A Or contact the following Sunera representatives:

Andrew Cannata, CISSP, CISM Joe Sechman, CISSP, CISA

Managing Director Manager
Information Security & Network Services Information Security & Network Services

acannata@sunera.com 'sechmansunera.com
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